DDoS Attacks &
Its Various Types

DDoS attacks are a malicious attempt to disrupt the

usual traffic of the server by flooding it with massive
internet traffic to make it unavailable to users.

Types of DDoS Attacks

NTP Amplification Zero-day DDoS Attacks
Smurf Attack Ping of Death
Fraggle Attack Advanced Persistent DoS
Slowloris SYN Flood
UDP Flood HTTP Flood

Mitigation Of These Attacks

e When you're running your own servers, try to learn more
about your website's traffic to know when you're under
attack in order to try to limit the damage caused.

e Enroll a team of people who are specified in this field. The
team should be responsible for taking suitable action if
you come under an DDoS attack.

e During a DDoS attack, the best way to keep your servers &
website online is by contacting the DDoS mitigation

company.
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